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DISCLAIMER:

This presentation aims to inform participants about the Dark Web 
without promoting or facilitating illegal activities.

All activities are conducted with a focus on legality and ethics. 

The presentation facilitator is not responsible for misusing the 
information provided during the presentation.



Disclaimer
The content and demonstrations presented in this session are strictly for educational purposes and are intended to

promote awareness and understanding of online privacy, security, and the use of the TOR network.

• You are hereby advised not to use the information provided to:

1. Engage in illegal activities.

2. Access prohibited, restricted, or unauthorized material.

3. Violate any laws, regulations, or ethical guidelines.

• By participating in this session, you agree to:

• Use the knowledge and techniques responsibly and lawfully.

• Ensure compliance with the policies and regulations of your organization, jurisdiction, and governing authorities.

• The presenter and affiliated parties disclaim any liability for the misuse of the information or tools demonstrated. Always consult applicable

laws and regulations before implementing or experimenting with any technology.
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Introduction to the Dark Web

•Definition of the Surface, Deep, and Dark Web
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Understanding The Dark Web
• Surface Web: Publicly indexed content. The Surface Web, 

also known as the Visible Web or Indexed Web, consists of all 
websites and web pages indexed by standard search engines 
like Google, Bing, and Yahoo.

• Deep Web: Non-indexed content like databases. The Deep 
Web encompasses all online content that is not indexed by 
standard search engines. This includes any web pages behind 
paywalls that require authentication or are dynamically 
generated in response to a user’s query.

• Dark Web: The Dark Web is a subset of the Deep Web that is 
intentionally hidden and requires specific software, 
configurations, or authorization. It operates on overlay networks 
that use the Internet but require specialized protocols for 
access.
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Understanding The Dark Web

History and Evolution

Early concepts of anonymous 
communication

Development of Onion Routing 
and the Tor network

Key milestones (e.g., Silk Road, 
Operation Onymous)
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Understanding The Dark Web

The Tor Network: 

• How it works (onion routing)

Alternative networks:

• I2P

• Freenet 
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Understanding The Dark Web
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Understanding The Dark Web
The Tor Network
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Risks and Illicit Activities

• Illicit Activities on the Dark Web

• Overview of illegal marketplaces

• Cybersecurity threats: Malware, 
phishing, and ransomware
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Risks and Illicit Activities

• Information from National Cybercrime 
Coordination Centre (NC3)

• Ransomware remains the top global 

cybercrime threat

• 400-500 incidents reported/ year

• Cybersecurity threats: Malware, 

phishing, and ransomware
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Risks and Illicit Activities
NC3 Coordinated Operations

2021 2022 2023 2024

Op GoldDust
November 2021
- Joint Op against Sodinokibi 
ransomware group. 
- 600 known victims in Canada, 
5 international arrests, 
And major infrastructure was 
taken down. 
- Major involvement of Calgary 
Police Service.

Op Coda
December 2021
- Joint Op with OPP and FBI.
- Arrest of Ottawa-based 
cybercriminal. Convicted and 
sentenced to 2 years. Potential 
extradition to U.S.

MLAT Takedown
January 2022
- Rapid ransomware disruption - 
Seize data and infrastructure in 
France. 
- Saved Toronto-based 
corporation 
- Major involvement of Toronto 
Police Service, France and 
Department of Justice Canada.

Op Archie
November 2022
- Joint Op with OPP, FBI, and Euro 
countries. 
- Arrest of GTA-based 
cybercriminals affiliated with the 
Lockbit ransomware group.
- Convicted and sentenced to 4.5 
years. Extradited to U.S.

Op Nectar
January 2023
- 13 country Joint Op to 
disrupt HIVE ransomware 
group 
- 70 Canadian victims 
warned they were under 
imminent attack. 
- Decryption tools deployed 
- Major involvement

Op Cookie Monster
April 2023
- 17 country Joint Op to take 
down Genesis Marketplace. 
- 28 police services involved in 
Canada, including 79 
coordinated police actions (9 
arrests, 9 search warrants, 61 
knock and talks). 
- Major involvement of Sûreté du 
Québec (SQ).

BlackCat / ALPHV
December2023
- FBI-led disruption of 
BlackCat/ALPHV 
ransomware group. 
- NC3 conducted 18 
victim notifications 
across multiple CI 
sectors, including 
decryption

Op Morpheus
July 2024
- Global police action 
against cybercrime 
abuse of Cobalt Strike
- NC3 deployed a 
malware information-
sharing platform for 
police and industry 
engagement.

Op Cronos
February 2024
- 10 country Joint Op against 
Lockbit ransomware group. 
- 36 NC3 victim notifications 
were conducted
- Major involvement of FP 
Montreal-CIT.
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Risks and Illicit Activities

Phishing and Malware Threats Scams and Fraud

IndividualOrganization



Risks and Illicit 
Activities
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Precautions

• Be aware of legal consequences

• Utilize secure tools

• Safeguard your identity
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Precautions

• Be Cautious with Downloads

• Financial Precautions

• Monitor Network Traffic
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Precautions for this Presentation
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• All the connections are using VPN (Netherlands is the exit)

• Using a Container running in a server in Singapore

• From the Container, connecting to the Dark Web using the TOR

• Why am I using a container?

• Every time I go to the Dark Web, I start a new container

• After I finish my threat hunting, I destroy the container
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Before Diving in 
The Dark Web

Sites you can use to find Dark Web Information

• Blockchain Explorer 
https://www.blockchain.com/explorer

• Ransomware.Live 
https://www.ransomware.live/

• Ransonwatch 
https://ransomwatch.telemetry.ltd/

• Dark Web Informer 
   https://darkwebinformer.com/
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Before Diving in the Dark Web

Ransomware Chat Simulation

• Python script for simulating chat negotiations with 

ransomware groups based on real-world behaviour 

patterns.

• Simulate negotiations and learn about the behaviour

• CLI and GUI version

• https://github.com/toniall/ransomchat/
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"If you know the enemy and know yourself, you need not fear the 

result of a hundred battles. If you know yourself but not the 

enemy, for every victory gained you will also suffer a defeat. If 

you know neither the enemy nor yourself, you will succumb in 

every battle."

The Art of War by Sun Tzu
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Hands-On Activities - Diving in the Dark Web

• Using the Tor Browser

• Steps to download

• Configuration and best practices
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Hands-On Activities
Diving in the Dark Web

• Creating a Hidden Service 

• Creating a Web Site in the 

Dark Web

• Practical demonstration 

with Flask and Docker

• Using the Docker Container
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Hands-On Activities
Web Site

24

# nano /etc/tor/torrc

HiddenServiceDir /var/lib/tor/hidden_service/

HiddenServicePort 80 127.0.0.1:80

# sudo systemctl start tor

# sudo cat /var/lib/tor/hidden_service/hostname

# sudo apt install tor

# apt install nginx

# systemctl start nginx

# sudo systemctl enable nginx

# sudo nano /var/www/html/index.nginx-

debian.html
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Hands-On Activities - Diving in the Dark Web

• Using the OnionShare

• Steps to download and 

install Onionshare cli

• Accessing the Chat

• Using the Docker Container
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Hands-On Activities OnionShare

# mkdir onionshare

# cd onionshare/

# apt install tor

# systemctl start tor

# systemctl enable tor

# su - user
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$ python3 -m venv appenv

$ source appenv/bin/activate-

$ sudo snap install onionshare

$ pip install --upgrade pip

$ pip3 install onionshare-cli

$ onionshare-cli --chat
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Hands-On Activities
Diving in the Dark Web

• Creating a Tor Relay

• Creating a Tor Relay

• Verify the Connections

• Using the Server
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Hands-On Activities - Tor Relay

# apt-get update

# apt-get upgrade

# apt-get install tor
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# nano /etc/tor/torrc

Nickname MyTorExitRelay

ORPort 9001

SocksPort 0

ExitRelay 1

ExitPolicy accept *:80, accept *:443, accept *:53, reject *:*

# sudo systemctl restart tor

Tor Relay
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Understanding the Dark Web
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The Tor Network
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Hands-On Activities 
Diving in the Dark Web

• Creating a Docker Container

• Github

• Clone the repository

• Building the image

• Run the container
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Hands-On Activities
Diving in the Dark Web

• Creating a Docker Container

• https://github.com/toniall/DarkWebCourse/
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Summary

• Dual nature of the Dark Web (positive and negative)

• Importance of ethical use
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Key Takeaways
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Conclusion

Final Reflections

Challenges and opportunities of 
the Dark Web

Importance of ongoing education 
and ethical engagement
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Hic Sunt Dracones

Latin - "Here be Dragons."

Dangerous or new territories

Dragons, sea monsters and other mythological 
creatures

The potential dangers were not enough to stop 
sailors from sailing around the world.
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Conclusion

•Q&A Session
•Open floor for participant questions
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~# Contact
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• BCNET
• Cybersecurity Architect
• Threat Hunter / Purple Teamer
• Email: antonio.brandao@bc.net

• https://www.linkedin.com/in/brandao-antonio/
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BCNET Connect 2025 - March 31st to April 3rd

https://www.bc.net/connect/ 
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