
UNITED STATES DISTRICT COIJRT
SOUTHERN DISTW CT OF FLORIDA FILED BV XW  D .C .

CASE NO. 25-mj-03805-Sanchez- sep 19, 2025

cttKsl ltî/t&IN RE SEALED COU LAINT 
s r. op Ftn. . MlA5j,

CPTM INAL COVER SG KT

1. Did this matter Qriginate from a matter pending in the Central Region of the United States
Attomey's Ofice prior to October 3, 2019 (Mag. Judge Jared M. Strauss)? No

2. Did this matter involve the participation of or consultation with M agistrate Judge Edunrdo 1.
Sanchez dllring his tenlzre at the U.S. Attomey's OK ce. which concluded on Jatmar.y 22,
2023? No

3. Did this matter involve the participation of or consultation witlz M agiskate Judge M arty
Fulgueira Elfenbein duling her tenure at the U.S. Attomey's Om ce, which concluded on
M arch 5, 2024? No

!
4. Did this matter involve the pm icipation of or ccnsultatioé with M agistrate Judge Ellen F.

D'Angelo dtlring her tenure at the U.S. Attomey's Office, which concluded on October 7,
2024? No

Respece lly submitted,

JASON A. REDm G QUX ONES
UNITED STATES AU ORNEY

By: /s/ Thomas Stwger/p
THOM AS HAGGERTY
AssistOt United States Attomey
Southem District of Florida
Fl Bar No. 46136
99 NE 41 Street
M iami, Florida 33132
Te1: (305) 961-9002*
Email: thomas.haggerty@usdoj.gov
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i ) CaseNo. 25-mj-03805-Sanchez
2j Ryan Clifford Goldberg, )
,'j
:') )J
.1 ------ )L
.
'j mpnaant.r
f

.!,1@, CR AL COM PLATNT BY TELEPHONE OR OTHAR RELïARLE EEEW RONIC M AANS
'F''j.i
*1 I tlm cpmplainant in th% case, stalc that the follmdng is kuc to the best ef my Gowledge and belief: 
.j )/
.:ji
!, On or abour tllc datets) of --belween .Ma# 2023 and Anril 2025 in the çolmty cf Miaml-Dade in llle
jj ''
.
) sosthern District of Flcrlda -- , tlte defendanttslviclate
.i4
7 code secuon s

-Feaae DeacrvtionE ii
' -
k!.L 18 U

.s.c. j 19s1(a) Conskiracy to Inlerfere with commerce by Extorlion;
.1
.f -
ï 18 tls.c. j 19M(a) lnterfqrence with Commerce by Extortioh; ant
: j-
1 18 U.s.c. j 1030(a)(5)(A) Intentinnal Damage to a Prqtected Computer.
:i
.1r
.1
( ' ..ik

: .) This criminalçpmplainl ié baspd on these facts:1
.

1.! SEE AU ACHED AFFIDAVIT.
?
3.
t
(
!I d continued on thç attached shcet
t
1
l . .
1 .l . '

j .- tl?zl.plgfatm/:: ignatttre1 . .
I
f Domlnlcue Dawson. soeclôl Acett FBl
! P'intednntne and lfl/e
!
1
! .x. t. . . .,., , a ..= ... ,... .u.- ........ .x .i Attetea to uy mc nppucant m accomancr m ln tne rcquzrcmcnts or reaA crirmp. 4.l by Fece Xme
! .
! z

i Date: september 19, 2025
Judsen aiz,ï wre

City and stàte; Miami. Florlda Htm rahle Rdtzaraa 1. sanchez. tlnlted <**t*s lraœ Judae
. prihtegpame u tf? e

I;
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AO AW TIN SUPPOWT OFA CPIMINAL COMPLAINT

1, Dominique Dawson haylng been duly swomj do hereby depose qnd m te:

AGENT BACKGRQUND m  INTRODUCTION

1. 1q am q Special Ag:nt with th: Fedeml Bureâu of ltwestigation (FB1) having been

so employed. since Febnfary 2022. 1 ap presently àssigned to tlx Miami Fldd Omce. A.s gn PBI

Special Agcnt I am an ftinvéstigative or law enforcement olcer of the United States*'wwithin the

meaning of Title l8, United Sutes Code, Section 25104W. l am empowemd by Iaw to conduct

investigations ofy gnd/or jo make armsts for, bFenses qnumerated in Title 18 of tlle United Sktçs

Code. 1 have received traînidg at the FBI Academy in Quanfco, VA where 1 received kaining '1n

investigauons and in draqing aldavits-l am currently asigned to investigate, among otherthings,

cpmputer intrusîon incidçhts, malware servicçsj cyberçrimlnsl infra- cu oj and çybercrimlnal

marketplaces. J.n these inveki> tions, 1 have been involved 'in the serving and execution of Rrrest

and. search warrulità.

1 . This Amdavit is ba's:d on my personal invebtigae n and investigation by others,

including fodeml and foxign law enfoxement om cials whom I know' to be reliable and

trustworihyk Thefects contaihed herein have been obtahled by intewiewingvicthns and exnm-lnihg

doolments obtaintd 'dnring the învestigation and through other muns. This Am davit does not

hclude every fad known to. me about this investigation, but rather only those facts suffkient to

establish pmbable cause.

3. Yqur amany has participated in àctiml'nal hwçstkgtion into RYAN GOI,BBERG,

a United States citizen and resident of the State of Geo#gia who is believed to be cllrrently in

Burope, Co-conspH tor 1, a United States Citigen and resident of Floridw and Co-conspH tor 2,

a United 'States. difizen and resident of Tcxas. Based on the evidence gaozcreb through tlzià

irlv>tigation, tllere is probable cause to bdieve that from 1.n or arotmd M ay 2023 through in or
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l
) ' .

amund April 2925, GOLDBERG Co-conspirator 1., aizd Co-conspirator 2,. in viôlatipn oî Title

I8, Uôiled States Code, 'Section 1951(a)' , did knowingly aqd willfu. lly cpmbine. tongpire,

ccnfedcrate, and agree with each other and otimrs, to obstract, dçlay, 'and G ect copmerce and the

movement of articles and tommodities in commerce, by 'means of extortion, as the terms
$

'

commeme and ektortion are dtfin:d in Title 18, United. States Code, Secoon 1951(1842), and io

obtin cryptoquntpcy, âom companiçs, V tII the companies' consent, wtongfully induçed by the

wrongful u'se of fvr, inçluding fearof economic hanm in violatio: of Title 18s Uni#ed Stzte, Code,

Scctions 195l(a) ,qd 2.
k .

4. Bgbed on fhe evidence gathered tkough this invesugâtien, there qlso is pmNable

cquse to belleve tlot RYAN GOI,DBERG did öbstruct delqy, and afed commeme and 1he

movement of alticles and commodities in commyrce, by means .of cxtortion, .as the terms

commerde ànd .extortion 'are dtined in Title 18, United Slates Code, Sectioxq 1951418(2), and

obpined çryptocvrrency, from Victim 1, with Victim l's çon-nt, induted by the wrongful use of

fear. lncluding fear' of economie hsrm. , in violation of Title l8, United Sutes 'Code, Sections

195l(a) mtd 2.

5. Based on evidence gatheredthrough'this lnvçstigation, there also is probable cause

to believe that RYAN .GOLDBERG did knowingly cause the lrnnsmission of a pmgmm,

irdbrmation, codv, and command, and, as a rcsult of such c.onducq intentionally caustd damage'

without qgthorization to a protected computEr, and the olense caused loss to persons during a one-

year period fmm the defendant's cpAse of conduct affecting prolected cômputers aggregating at

least $5,000 iu value, in violation of Titlo 18, Unitcd Stqtcs Code, S'ecdons 1030(a)(5).(A), 1030

(c)(4)@)0, and 2.

2

d

'

1
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OC RW EW OFRANSDMWARKANPALVHVALACKCA'

6. Ransomware is maliöious sofïwarethat cybercriminals uspto encvpt and steal data '

ftom vulnerable computer ne- orks to extort a ransom payment in exchange for urlloçking tlle

netwprkwi d/or net publishing sensiEve stolen data, b0th of which calj caus'e signimcanteconomic

ha=  to a victima M PIW  - also hown as Blackcat qhd, jointly, CCAI,PIIV Blackcaf ' - wmq a

staln ôf nmAomwarethat cybercrH inals used begirming in or around late 2021 to attack ànd extort

lmndreds of imqtitujions around the world. including a lmiversity snd a èotpotalion in tlle Sputhern

d in interstaw comm'eme. Other AI,PIW ' Blaokcat vict'lmsDistriot of Florida thét wem engpgq

included medical facilities, school diAricts, law frm. S, and finnncial fi= q. n ere wem overtwenty

AI.PHV Blackcatransomware victimsln the Southern Di> iotof Florldmn e rp nsomware attacks

caused tens of millions in cryp tocurrency ransom paymentq, major disruptions in ongoing

operations, and large Iosses bf proprietary infonm tion.

7. Most AT,PIW  Blackcat attack.s had a similar struclure. A'LPIIV Blackcat's

'edevelopers,'' who creatzd and updateu the ransomwafe, first. recaited and vetted.an uaYliatek''

who would identify' .and. gttaok vicjims vsi.ng th e zansomware. ln the ransomware context an

ao liat: refErs to an ind. ividual or group that là allowed to use a mnsomware variànt to attack

viçtims in exchllnge for a paynwnt o: percentage paid to the devqloper or adminisH tor of the

variant. AT .PJW  Blackcàt's developers tlmn pmvid:d the am liate with the ransomware thropgh

a passwordwprotetted ''panel'' available on the daA web and customized to that amtigte.l n e

1 'lhe dark web refers to a computer network deaqir ed speclcally to facili>te anonm ous
commtmication over tlze Intemet. n e most common dnrknot network is known as the u'ror
Network.'' hz orderlo access the TorNe> ork, ausçr mustuseefr- , speializedTor softwar: which
can be downloaded as .alz add-on to a standard web browser. Rs a sondalonq U or browser blmdley''
o: as an ypp for a mobile device. The Tor software anonymizes htemet users' ohline activitiœ by
routing tijek communications through a globally disdbuted network 'of lntermediary computers,
or prpxiew along a z'andom ly qssigned patli known .as a **circuit-*' enm Tor softwam enczypts both

3
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nm liatç 'then ggined access to the victim's netwçjrk to steal data and deploy the ransomware to

encrypt data and leave a ransom note. The victim was directed to the ALPHV Blaèkcàt panel
. 

*

hosted on the dark web whete the victim could commu:ipate with the ransomware group to

negotiâte tlle ransom. Once the victlm apeed to pay, ihe M PIW  Blaokcat uctors provided a

Bitcoin or Monero cvptocuaoncy addrcss for thepayment. n e ransom payment was o%. 1) split

up when received and nioved into various oryptocurrenoy adA sses tbrough hmluple transactions

to obscure the sottrc,e of the phxne'ds before it rçached the point of cashing out for Eatcmrency.

PROBM LE CAUVE

8. RYAN GOLDBERG resided ln W aM nsvillw Georgia, and was a dH ctor of

incident response fèr a multinational cybersecurity company. GOLDB.ENG is, a.s of the date of

4Ms Am dâ#it, k. liivçd to be in Europe.

9. At al1 times relevant to this complainsa Co-cons/irator 1. an 'individuàl whose

identity is known to your am ant, wms employed as a ransomwa  negotiator for a cyber-incident

vrespons: cofnpR y.

10. , At all tlmes relevant to this complàint Co-conspirator 2, an individ. ual whose

idendty is M own to #our aë ant, was employed as a mnsomware negotiatnr för tlp same cyber-

incident tesponsv cpmpgnaythat employed Cö-conspitator 1.

Bçginnipg at leas't in or around M ay of 2Q23, RYAN GOLDBERG. Co-

Cùnspirator 1, and Co-conspirator 2 be>  using ransomware lo mmduct ransomware attacks

against victims. Specifcally. in May of 2023, Co-cbnspitator 1 obtained an am liate aooouilt on

the headers and contents of each packet ih l@yers such that no computer in the ciècuita lcluding
tlle destinadon, c.an associaye. an origihating user's IP addreqj with the contenp or rouing path of
a païcular communication. Becguse of the way 1he TorNetwork roules communicadons through
the proxy cömputers. H ditional IP identlflcadon lechnique: are not efective.

4
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tlw ALPIIV Blackcat panel and shared it with GOLDBERG aad Co-conspirator 2.

GOLDBERG, Coaconspirator 1. and. Co-colspirator 2 agreed to and did use the ALPHV

Blackcat ransomware and panel to atlack and extort vibtims and share the rgnsom ptocçeds

amongst thcmselvçs and with tlle ALPHV Blackcat administrator,

12, 0p or about May l3, 2023, RYAN GOLDBERG, Co-conspirator 1, und 'Co-

Conspirator 2 usecl ALPHV Blackuàt ransomware to attack Victim 1, a medical company based

in Florlda that is engaged in intcrétate commerce. GOLDBERG, Co-conspirator 1, atld Cts

Conspiratôr 2 ençrypted Victhn 1's servers and demanded a ransom payment to decrypt ihe.

affected data and in exchange for a commitment not to pubncize the stolen information. 'l'lw attack

caused Victim 1 to fearfnalwial loss gom tàe theft and encryption of fheir data. Because Victim

1's selv rs were qncrypted by GOLDBERG and his Co-cönspirators, oneor mom employees of

Victim 1 living and working in the Southern District of Florida were unéble to work because their

devices could not access dau and applications necessary for theirjobs, contdbuting to eperatignal

delays a'nd lost businçss for V ctim 1. Victim t paid GOLDBERG, Co-cbnspirator 1, and Co-

Ctmspkator 2 a ransom 'in virtual currency worth approximately $1,274.781..23 at the time of

payment. GOLD' BERG, Co-conspkqtor 1, and Co-conspirator 2 paid the ALPHV Blackcat

admin a pcrcentag: of the ransom payment and split the remabder amongst themselves.

On or about May 10, 2023, RYAN GOLDBERG, Comconspirator 1, and Co-

Conspirator 2 used ALPHV Blaqkcat ransomware to attack Victim 2, a phnrm. aceuucal tompany

based in Mgryland that is engaged in interstte commerce, GOLDBERG, Co-conspirator 1, and

Co-conspirator'z encrypted Victim 2's .servers and demanded a ransom payment to decrypt their

servers. By stealing data arld encrypting Victim 2's servqrs, the conspkators intended to cause

Vietim 7. to fear fnancial loss from the theft and qncryption of their data.
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14. In or around July pf 2023, RYAN GOLDBERG, Co-conspirator 1, ând Com

Conspkator 2 used ALPI!V BlAckcat. mnsomware to am ck 'Victim 3. a doçtorrs office ba#ed in

Califomia that is engaged in interstate coinmerce. GOLDBERG, Co-conspirator 1 .and Co-

3's servers and dcmvnd, ed an approximatd $5 milllon l'ansomConspiralr 2 encrylted Victim

payment to decrypt thélr servers. By slealing data and encrypdngVictim 3's servea the

conspirators imended to cause Victim 3 to fear finnncial loss 9om the theAand yltcryption of thek

data.

15. In or around Odober of 2923$ RYAN GQLDBERG, Po-conspHtor 1, and Co-

Censpimtor 2 used AI.PHV Blackcat ransomwam to attack Vlctim 4,an engineering company
l

i based in california thats, engaged in interstate commerce. GOLOBIRG, cp-conspimtor 1, and
I

i Co-conspi.ratpr 2 encrypted Victim 4's servers and demanded an approximate $1 millionmnsom
!

'

l am ent to decvpt their szrvers. By utealing dao and encw ting vittim 4's serveo, thePl
i vicum 4to rearfinancul losseom letseaand encrypuononheirconspkators intynde

.

d to causel
daNkI

16. In or amtmdNovemb:r of 2023, RYAN GOLDBXRG, Co-conspH tor 1, and Co-

ConspHtorz used MpllvBlackcatransomware to attack Wotim 5.a manufqctlxr of llnmsnnedl
aeriâl systems based in Virginia that is engaged in interstate commerce. GOLDBERG, Co-

Conspirator 1, and Co-conspimtorz encryptedvicthn 5*s seryers and demanded all approxlmately'

$300,000 mnsom payment to deotypt their servem. By steallng data and encto ting Victim 5's

scrvers, the conspkators intended to cause Victim 5 to fear nnancial loss *om the the  and

encryption of tbeir data.

17. On June 17, 2025, the FBI oonducted a ou-enmtal recorded intcrvigw of RYAN

GOLBBERG. Aler initially dcnying beihg involved in ranspmware âtta'cks, GOLDBIEQG

6

(

l
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confessed that he was retruited by Co-conspirator 1 to ''try and ransom. some companibs.''

GOLDBERG told the agents that he, Co-conspirator 1, and Co-sonspirator 2 .sutcessfully

Grgnsomed'' Victim 1. GOLDBERG told theagentsthat he, Co-conspirator 1. and Co-conspirator

2 cunduçted attacks on other companies but were unsuccessful: GOLDXERG told the agents that

they attacktd Victim 4, which he flesctibed a's an engineering company. GOLDBERG told the

agents that they used ALPIIV Blaqkcat ransomware to conduotlhe. attacks. GOLDBKRG said

that after Victim 1 paid the rânsoma they routed the cryptocurrenoy through a mixing seNice and

then through muttiple cryplocurrency wallyts. GOLDBERG said thgt they believed that would

make the hmds harder to tace. 'GOLDBVRG told the agenk that he condueted the attacks to get

out of debt qnd that he was <'going to federal prison for the res.t of lltisl liR.'''

1E. Additionally, RY' AN GOLDHERG state; that he was çonucted by Co-

Conspirator'z Oer the FB1 oönducted a sçarch of thz tesidence of Co-conspirato: 1 on or about

April 3, 2025. Accordin: to GOLDBERG, Cö-conspirator 2 was ttâe-qking out about the FBI

raidiny Ico-conspirator 1).''

J 9. An analysis of devicçs usdd by RYAN GOLDBERG and seized by tlze 0 1 oli or

about Jqne 17, 2025, pqrsuant to a search warrartt, revealed that GOLDBERG ttsvd a seamh

engind to search Victim 2's nmne on or about Mày 4, 20:3, approximatel# six days before the

attack on Victim 2. On or about May 5., 2025, GOLDBERG also conducted, among olher

searclw.s, aa înterrjey suarch for co-conspirator 1 's name followedby çtdoj-gov-''

20. Ten days aAer he was inte>iewed by. tlle FBI, gn June 27, 2025, RYAN

GOIDBERG alld his wife boarded a flight to Paris, France, âom Atlaptw Georgia. The one-way

tiçkets m c pumhased two days ptiör to lravel, on June 25, 2025. As of the date of thls.Am davit,
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' A

tbe FBI believes GOLD9ERG and his wife are still in Europe. The FBI is unàware of any flights

putchasvd by GOLDBERG to return to the United States. .

CONCLUSION

21. Based upon the fortgoing, your Affiant submits that thqre is probable cause tc

belieye thqt RYAN GOLDBERG (l) cönsplred to, and did, obstruc: deléy, and aled commerce

and the movement of aeticles and commodities in commercç, by means of extortion. in violation

.of Title l8, United States Code, Sections l95l(a) and (b); and (2) intentionally caused damage

without autlmrizationto a protected computer inviclation of Title 18, United States Code, Sections

1030(a)(5)(A), 1030 (c)(4)(B)(i), and 2. .

FURTHER AFFIANT SAYETH NAUGHT.

*

ysjxjq w wsox
SPECJAL AGENT
FED. ERAI. BUREAU OF W VESTIOATION

Attested to by the Applicant in accordance wiih the requirenients of Fed.R.Crim.P. 4.l '
by Face Time this 19th day of September 2025.

Z

HONOM BLE E O 1. SANCNW
X TED STATES MAG CM TBJUDGE

#

E

I
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